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The Network Doctor

Tips to avoid getting an avalanche of spam

As you probably already know from first hand experi- 2. Pay attention to
nce, once youobre on a spammerlds |7 st ,ch'édk(baxegext

@

fmpgssiple fpogt offy Agd cagging youmail ad- J 5. T N\ Whenever you sub
( 1

dress can be a major inconvenience especially if you ; scribe to a web site or
rely on it to stay in touch with important business 7{/ \J "

t

y make a purchase online,
and personal contacts. @A L / be very watchful of small,
Reduce the chances of youmail address becoming { v/ pre-checked boxes that say,
flagged as spam. Once your address ifYes! | want to r ef
makes it on a black list, it is from third party col
very d'ff.'cu“ _to work around._ If you do not urcheck the box to opt
These five S|mplg preventative out, your email address can (and will) be
measures that will goa long way sold to every online advertiser willing to pay
in keeping r.]OSOde“CIOUS spam for a list. To avoid this from happening, simply
out O.f your inbox and protecting your take a closer look at every online form you fill out
e-mail address. even if you use an aufidl program.
1. Use a disposable enalil 3. Dondt u snheailaddrasson mai r

al‘ljdriss'_t')f ytou b”g P;Od‘iﬁti 9’:“”6 ‘t’r OCCaf]'O”' your web site, web forums, or newsgroups.
ally subscribe 1o web sites that interest you, chances Spammers have special programs that can glean

are youore going to rec Celmhifaddre8s8sTftom web sites without your permis-

To avoid your mainenail address from ending up on sion. If you are posting to a web forum or newsgroup,

their broadcast list, set up a free Internetal ad- use your disposablereail address instead of your
dress with Hotmail, Yahoo or Google and use it whenbusiness or personaineail address.

buying or opting in for online newsletters or promo- (Continued on pag2)
tions.

7 tips for working securely from wireless hotspots

Wireless hotspots are changing the way people work.mon: These are all open networks that are vulnerable
These wireless local area networks (WLANS) provideto security breaches. And that means it's up to you to
high speed Internet access in public locattbas protect the data on your PC. Here are a few tips to
well as at hom& and require nothing more than a make working in public locations more secure.
notebook PC with a wireless card.

1. Try to choose more secure connec-
tions. It's not always possible to choose your
connection typ@ but when you can, opt for wire-
less networks that require a network security key
or have some other form of security, such as a
certificate. The information sent over these net-

From coffee shops to restaurants, airports to hotel
lobbies, hotspots are ubiquitous. They are the de facto
connection method for travelers and remote workers
to access the Internet, theimwil, and even their
corporate networks.

Hotspots range from paid services, such -&4obile works is encrypted, which can help protect your
or Boingo, to free connections at your local coffee computer from unauthorized access. The security
shop or library. But they all have one thing in com- (Continued on pag8)
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Tips to avoid an avalanche...

(Continued from pagg)

If you want to post an-mail
address on your home page, uq
fiinfo@d and ha
forwarded to a folder in your in
box that wonodt
your primary address.

4. Create throw away
e-mail accounts to avoid clutter.if you

If business123@success.com
shows up as the original recipi-
ent, you know the source since
that email address was unique
to that web site. Now you can
easily stop the spam by making
any email sent to that address
bounce back to the sender.

5. Dondt open,

own a web domain, all mail going to an address at of obvious spam emails. Opening, reply-

your domain is probably set up to come directlyto i n g

you by default. For example, ameail addressed
anything@yourdomain.com will be delivered to
yourinbox. But dondt wor
fight spam without missing out on important e
mails you want to get.

The next time you sign up for a newsletter, use
title of the web site in your-mail address. For
exampl e, if the websi
enter fAbusiness123-@asilu
address.

to, or
to an obvious spammail signals that your-eail
address is active, and more spam will follow.
" Yrhe obiytinSit is sate t&click o St i Y
or reply to the email is when the message was
sent from a company you know or do business
thewith (for example, a company that you purchase
from or a newsletter you subscribed to).
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te |s ti gl ed nbu3|ne33123
cce youobr.e gett ng a ton
maﬁlnbox con5|8er tg]klng \Xltﬂ us about our

Anti-Spam and ArdVirus services offered through

If you get an email that look like it could be spam, Postini. Postinioffers a great spam and virus
look at what address theneail was sent to and you filtering system that can help you avoid an ava-

can easily decipher the senders intentions.

Unleash your holiday p

Enjoy the ease of instant photo downloads and
upl oads in seconds.
moment looking for your USB cable
you dono6t need

Have you ever had a
wonderful conversation
with a friend or family
member that
will have to download the
pictures and-enail them to

lanche.

hotos in an instant

_EyeFi Card sends photos to websites
Otbr yHlf?wﬁ én a%tBrﬁ’a{icQIﬁ dend your

Iphotos to your favorite participating website
E)o Photo printing companies like
Costco.com or Kodak Gallery will
accept your uploads and
hold them until you are
ready to order prints or
other products.

If you prefer, keep a gallery

you. 0 Wit h-FiCae
you can take all the pictures you
want and access them immediatel

Get rid of USB cablesifyou §
dondt mind-$40pean g
extra gadget, the Eyi card can be {3

holds plctures and transfers them
Wi-Fi to a preconfigured location.
You choose where they go, your personal com
or an online service.

Jf "1 ¥ choice!

of photos on your Facebook

/ page or share web albums
through sites like Picasa, Phan-

fare, or Webshot8 it is your

I f youbre |l ooking
keep an eye out for compatible models.
The new Nikon D60 is fully compatible
with Eye-Fi and offers a variety of stor-
putegge options. It is a great feature filled compact
camera for devoted digital photographers.
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Who wants free movie tickets!

Webéve added a | ot of new customers in the past—year—thanks—t
looking to grow even more!

If you know someone who needs computer services for their company, we would sincerely apgreciate
your referrals. Youdl|l get a night out and the person you re
check for viruses and prevent potential problems from creeping up on them.

=)

If your referral turns into a customer féhe Network Doctarwe will send you a Movie Night for tw|

package for th®egal Theater We wi | | send you a $50 Regal] VIP Gift Card! Th
tickets to the movie of your choice and is also good for drinks, popcorn, and candy at the concgssion
stand. ltds our way of dHHagagregttimet hanks for |[thinking of us. o

7 tips for working securely...

(Continued from pag#) Remember, though, to turn this feature back on
features of different networks appear along when you return to the office.
with the network name as your PC discovers .
them. 5. Make your folders privatewnen the
folders on your mobile PC are private, it's more
2. Make sure your firewall is acti- difficult for hackers to access your files.

vated. A firewall helps protect your mobile
PC by preventing unauthorized users from
gaining access to your computer through the
Internet or a network. It acts as a barrier that
checks all incoming information, and then
either blocks the information or allows it to
come through. Microsoft XP or newer Win-

6. Encrypt your filesyou can protect your
files further by encrypting them, which requires
a password to open or modify them. Because
you must perform this procedure on one file at
a time, consider passwoptotecting only the
files that you plan to use while working in a

(@)}

dows operating systems come with a firewall, public place.

just make sure it's turned on. 7. Consider completely removing sen-
3. Monitor your access po|nts S|t|Ve data from yOUI' notEbOOk PC.
Chances are, there are multiple wireless net- If you're working with

works anywhere you're trying to connect. extremely sensitive data,

These connections are all access points, be- it might be worth taking it

cause they link into the wired system that gives  ©ff your notebook PC
you Internet access. So how do you make sure  altogether. Instead, keep

you're connecting to the right one? Sindpley it behind the corporate
configuring your PC to let you approve access firewall and use your
points before you connect. company's VPN to acceg
it when necessary. This
Windows Vista takes the guesswork out of way, you have multiple
connecting to hotspots because you are auto- safeguards in place.

matically prompted to approve new connec- ] )
tions. In addition, after you approve a connec- A few simple precautions

tion, you assign it a profile for future use. can help make working in
public places more secure.
4. Disable file and printer sharing: And by selecting the best
File and printer sharing is a feature that enables connections and adjusting
other computers on a network to access re- settings, you can enjoy

sources on your computer. When using your productive and safe work
mobile PC in a hotspot, it's best to disable file  sessions no matter where
and printer sharing because when enabled, it  you are.

leaves your computer vulnerable to hackers.

"The new diet not working out too
good, huh, Frank?"
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